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INFORMATION GOVERNANCE FRAMEWORK 
 
 

1. Introduction 

1.1. This Information Governance Framework (the ‘IG Framework’) provides the basis for the 

creation, capture, management and use of full and accurate records, information and data in all 

formats used by the University. It describes how information is to be governed as a vital business 

asset which is essential to help meet the University's business, accountability, legal and 

regulatory requirements. 

1.2. The IG Framework outlines an approach to information governance integrated with other 

organisational governance such as audit, accountability, compliance, risk management, 

business continuity, security and IT governance. The requirements of this framework are 

informed by the University’s business environment, legislation, strategy and policies. 

1.3. The IG Framework also describes the cooperation and commitment required from all relevant 

stakeholders for implementation of effective information governance across the University. 

2. Scope 

2.1. The IG Framework applies to all University staff, contractors and consultants, regardless of 

employment terms, position and location. 

2.2. The IG Framework applies to all of the University’s information assets, including: 

2.2.1. the collection of data concerned with our students, staff, researchers, customers, 

suppliers, visitors, enquirers, applicants, collaborators and funders; 

2.2.2. information created to support business activities; and 

2.2.3. applications (programs) and systems used to create, capture and maintain information. 

2.3. Throughout this document, all of the University’s records, information and data holdings are 

described holistically by the term 'information'. 

3. Principles 

The IG Framework sets a number of principles to guide all staff in managing the University’s 

information: 

3.1. Information is a valuable business asset which enables the University’s business, helps to 

manage risk, and provides accountability and transparency in decision-making and evidence of 

business activities over time. 

3.2. Information governance is an essential element of the University’s corporate governance. It 

must be aligned with other organisational governance such as audit, accountability, compliance, 

risk management, business continuity, security and IT governance. 
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3.3. Information is complete, accurate, accessible and useable by those with a legitimate need. 

3.4. Information must be managed in a timely, efficient and effective manner. This includes reducing 

costs of processing data and reducing duplication. 

3.5. Information must be described with appropriate metadata, as defined by relevant standards 

and business needs. This supports access, context, authenticity and interoperability for 

information. 

3.6. All digital information must be created and actively managed in an accessible digital form for as 

long as the information is required. Consideration must be given to how digital information will 

remain available and interoperable across different platforms, operating environments and 

successive technologies. Information should only be stored in a physical format where there is 

no suitable digital alternative. 

3.6.1. Information should be processed to ensure compliance with legislative frameworks and 

best practice guidelines on the storage, handling, retention and publication of 

information and appropriate guidance should be provided to staff. 

3.6.2. The University will adopt a risk-based approach to the way it handles and stores 

information. 

3.6.3. The University will encourage the development of information and digital skills and 

capabilities so that members of the University are confident and effective in their use and 

protection of information. 

3.6.4.  A proactive approach to information will be taken to ensure the University is flexible and 

adaptable to the changing needs of users. 

4. Framework 

4.1. Information security 

4.1.1. The University must ensure it has a robust policy to protect its information against the 

consequences of a breach of confidentiality, failures of integrity and interruptions to 

availability. This includes plans to ensure business continuity. 

4.1.2. Threats to the security of the University’s information can be both internal (e.g. malicious 

or accidental unauthorised data sharing) or external (e.g. system unauthorised access or 

virus infection; or incidents such as fire or flood). 

4.1.3. Mandatory Information Security training must be provided on an annual basis relevant to 

the current cyber and data protection threats known and understood. 

4.1.4. Information security impacts on the University’s obligations under Data Protection (see 

4.2). 

4.2. Data protection 

4.2.1. The University must ensure that it deals with personal identifiable data appropriately in 

order to protect the privacy and rights of those whose personal data it processes, and to 

ensure that it complies with all applicable legislation including the General Data 

Protection Regulation and the Data Protection Act 2018. 

4.3. Records Management 
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4.3.1. There are legal and regulatory requirements for the University to retain certain data, 

usually for a specified amount of time, and to retain data to help the business operate 

and to have information available when it is needed. However, the University does not 

need to retain all data indefinitely, and retaining data can expose the University to risk 

(including financial and reputational risk) as well as be a cost to the business. 

4.3.2. The University should robustly manage requirements to retain and to dispose of data 

throughout its lifecycle, and should provide guidance on appropriate data handling and 

disposal practices. 

4.3.3. Good Records Management will assist in the University complying with Data Protection 

requirements, Information Security requirements and Transparency requirements. 

4.4. Public Access to Information 

4.4.1. The University is subject to the provisions of the UK’s Freedom of Information legislation. 

This requires the University to make information available to the public when requested 

(subject to certain exceptions) and to operate an open publications scheme for key 

University information. 

4.4.2. Other regulatory bodies overseeing the University may require levels of transparency and 

openness which may, for instance, be a requirement of registration; or be advisable as 

best practice. 

5. Roles and Responsibilities 

Annex B sets out various roles with responsibility for assisting the University in the 

implementation of effective information governance across the University. The roles and 

related responsibilities are set out below: 

5.1. Council (including Audit & Risk Committee (ARC)) 

5.1.1. Overall oversight of Information Governance compliance / risk management. 

5.2. University Executive Committee (UEC) 

5.2.1. UEC will receive reports and recommendations for action from the Information 

Governance Group (IGG) and the Senior Information Risk Owner (SIRO). 

5.2.2. Where approved, UEC will oversee implementation of actions and measures required to 

ensure continued compliance with Information Governance policy and legislation. 

5.3. Information Governance Group (IGG) 

5.3.1. The Digital Strategy Group (DSG) forms the governance structure for the IGG. 

5.3.2. Membership of the IGG: Senior Information Risk Owner; Information Asset Owner 

representative; Director of Legal, Governance and Compliance; Data Protection Officer; 

Head of Projects and Service Assurance (IDS); Information Security Analyst; Legal & 

Governance Officer, Communications and Engagement Manager, Caldicott Guardian; IG 

Champion representatives and a representative from KeeleSU. 

5.3.3. The IGG shall meet as a group at least quarterly. 
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5.3.4. The Chair will be the Senior Information Risk Owner (SIRO) or a suitable senior manager 

with delegated responsibility (this may be a deputy SIRO role(s)). 

5.3.5. The IGG will approve and monitor the annual audit cycle and plan ensuring that 

appropriate resources are committed to related plan. 

5.3.6. Terms of Reference for the IGG are set out in Annex C. 

5.3.7. The IGG may form sub-groups from time to time. The IGG will determine the life-time of 

the sub-group, the membership, chairmanship, frequency of meetings, terms of 

reference and reporting requirements as required. 

5.4. Secretary to Council 

5.4.1. The Secretary to Council will receive reports on behalf of Council from the IGG or the DPO 

in exceptional circumstances in accordance with paragraph 5.9.2. 

5.5. Senior Information Risk Owner (SIRO) 

The SIRO role is to: 

5.5.1. lead and foster a culture that values, protects and uses information for the success of the 

University and benefit of its stake-holders; 

5.5.2. own the University’s overall information risk policy and risk assessment processes and 

ensure they are implemented consistently by Information Asset Owners; 

5.5.3. advise the University Executive Committee (UEC) on the information risk aspects of 

his/her statement on internal controls; and 

5.5.4. own the organisation’s information incident management framework. 

5.6. Information Asset Owner (IAO) 

5.6.1. The IAO is a role assigned to a senior member of staff by the SIRO. The IAO’s role is to be 

accountable for specific information assets (e.g. congruent datasets such as finance data, 

staff data) and to ensure those assets are handled and managed appropriately. This 

means making sure information assets are properly protected against risk and that their 

value to the organisation is recognised. 

5.7. Information Asset Manager (IAM) 

5.7.1. Designated by the relevant IAO, Information Asset Managers are individuals with 

operational responsibility for specific information assets. They are business users with 

expert knowledge of business processes and how data is used within those processes. 

5.8. Head of Projects and Service Assurance 

The role of the Head of Projects and Service Assurance is to: 

5.8.1. create, review and maintain the information security strategy, policies and guidance; 

5.8.2. monitor and report on information security within the University; 

5.8.3. develop the annual information security training module; 

5.8.4. undertake risk assessments of key information assets; 
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5.8.5. evaluate security technologies, processes and the implementation of appropriate levels 

of security control. 

5.8.6. assess the adequacy of information security controls for new or changed 

systems/services; 

5.8.7. provide an advisory service on information security; and 

5.8.8. investigate suspected or actual security incidents. 

5.9. Data Protection Officer (DPO) 

5.9.1. As a public body, the University is required to appoint a DPO in accordance with the GDPR. 

The GDPR states the core tasks for the DPO to be: 

5.9.1.1. to inform and advise the University and its employees about its and their 

obligations to comply with the GDPR and other data protection laws; 

5.9.1.2. to monitor compliance with the GDPR and other data protection laws, as well as 

the University’s data protection policies, including managing internal data 

protection activities; raising awareness of data protection issues through training 

of staff; and conducting internal audits; 

5.9.1.3. to advise on, and to monitor, data protection impact assessments; 

5.9.1.4. to cooperate with the Information Commissioner’s Office (ICO); and 

5.9.1.5. to act as a contact point for the ICO and for individuals whose data is being 

processed by the University (employees, customers, students etc.). 

5.9.2. The DPO must be able to report serious concerns regarding data protection to the highest 

level of the organisation. Accordingly, the DPO will be free to make such reports directly 

to the Secretary to Council at any time. 

5.10. Information Governance Champions (IG Champions) 

IG Champions are individuals appointed by Information Asset Owners at a departmental level 

to act as local Information Governance experts in their respective areas. This involves: 

5.10.1. undergoing ‘in-depth’ training in Information Governance (e.g. Data Protection, 

Information Security, Freedom of Information, Records Management); 

5.10.2. disseminating IG training, messages, policies, procedures, guidance and best practice 

within their area through training sessions, departmental meetings/communications 

and face-to-face interactions; 

5.10.3. acting as a local expert for IG queries and information; 

5.10.4. reporting IG issues to their respective IAO – including information breaches/incidents, 

and information risks; 

5.10.5. feeding back concerns, issues, suggestions and best practice to the other IG Champions, 

and to the Information Governance Group; and 

5.10.6. actively participating in the annual audit cycle. 

5.11. Caldicott Guardian 



6 | P a g e  

5.11.1. The Caldicott Guardian role is not mandated for the University however, due to our 

close links with the NHS and the requirement for us to complete their Data Protection 

and Security Toolkit (which provides assurances to the NHS that we take Data 

Protection and Security seriously), this role is central to our overall IG governance 

structure. 

5.11.2. The Caldicott Guardian should play a key role in ensuring that the University satisfies 

the highest practical standards for handling person-identifiable information. 

5.11.3. The Caldicott Guardian also has a strategic role that it is less appropriate to delegate. 

This involves representing and championing information governance requirements and 

issues at senior leadership teams and board level and, where appropriate, throughout 

the organisation’s overall governance framework, including the governance of 

information management and technology. 

5.12. User 

5.12.1. All users of the University’s systems are responsible for complying with the University’s 

Information Governance and Security policies and guidance. 

5.12.2. All users of the systems will sign the IT Conditions of Use before being supplied with 

their network account credentials. 

5.12.3. Users are responsible for reporting any suspected security incidents immediately to the 

IT Service Desk and, if appropriate, to their line manager. 

5.12.4. If required, to undertake the mandated annual Information Security training. 

6. Related Policies and Procedures 

6.1. The Policies and Procedures relating to the IG Framework are set out in Annex A. 

7. External Legislation 

7.1. Legislation applicable to the IG Framework includes: 

7.1.1. General Data Protection Regulation (GDPR) / Data Protection Act 2018 (DPA18) 

7.1.2. Human Rights Act 1998 (HRA98) 

7.1.3. Freedom of Information Act 2000 (FOI) / Environmental Information Regulations 2004 

(EIR) 

7.1.4. Computer Misuse Act 1990 

7.1.5. Privacy and Electronic Communications Regulations (PECR) 

8. Review, Approval & Publication 

8.1. The IG Framework should be reviewed, at a minimum, every two years. The IGG is responsible 

for such review; 

8.2. The IG Framework will be approved by UEC; 

8.3. The IG Framework will be published on the University Policy Zone website and will be 

prominently linked to in the Information Governance area of the University’s website. 

9. Annexes 
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9.1. Annex A shows the overall structure of the Information Governance Framework 

documentation. 

9.2. Annex B sets out the Information Governance roles. 

9.3. Annex C details the IGG Terms of Reference. 

10. Document Control Information 
 

Document Name Information Governance Framework 

Owners Director of Legal, Governance & Compliance (SAS), Head of 
Projects and Service Assurance (IDS) 

Version Number 1.6 

Equality Analysis Decision and Date Not applicable 

Approval Date 19 September 2019 

Approved By Council 

Date of Commencement 19 September 2019 

Date of Last Review 07 October 2020 

Date for Next Review September 2021 

Related University Policy Documents Data Protection Policy 

Information Security Policy 

Records Management Policy 

Freedom of Information Policy 

Administrative update 10/03/2022; Head of Legal, Governance & Compliance updated 
to Director of Legal, Governance & Compliance 

For Office Use – Keywords for search function Information governance, data protection, privacy, information 
security, governance, GDPR, General Data Protection 
Regulation, PECR, Data Protection Act 2018, IGG, DSG, DPO, 
DPIA, IG Champion, IAO, IAM, framework. 
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ANNEX A – Policy and Procedure Structure 
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ANNEX B – Information Governance Roles 
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ANNEX C – Terms of Reference: Information Governance Group (IGG) 

Scope: The University Information Governance Group will have oversight of strategy, policies and procedures to 

promote the effective management of information throughout its lifecycle from planning and development, access 

and use, storage to controlled disposal, so that it meets the University's needs and provides authentic and reliable 

records of actions and decisions. 

(a) Terms of Reference: 

Specifically, the IGG will: 

1. Ensure that the University satisfies statutory and regulatory requirements and standards concerning information 

governance in accordance with the University’s Information Governance Framework; 

2. Recommend effective policies and management arrangements covering all aspects of Information Governance for 

approval; 

3. Ensure that the University undertakes regular assessments and audits of its IG policies and arrangements in 

conjunction with audits by the DPO and other internal or external auditors; 

4. Establish an annual IG action plan, secure the necessary implementation resources, and monitor the 

implementation of that plan; 

5. Define clear lines of accountability for IG policy, practice and implementation; 

6. Support the Caldicott Guardian and Senior Information Risk Owner; 

7. Identify, own and evaluate areas of risk as detailed in the Joint Information Governance Risk Register1, set priorities 

and, where appropriate, undertake or recommend remedial action in relation to information processing issues 

e.g. breaches of confidentiality or security, audit or data quality reports; 

8. Advise on the introduction of changes to processes and systems within the University, to ensure the safe and 

secure processing of personal information; 

9. Promote education and training programmes for staff in order to support improvements in the University’s 

information processing practice and culture; and review and evaluate figures relating to the take-up of training 

across the University in order to ensure ongoing compliance; 

10. Ensure staff receive up to date guidance on confidentiality and information sharing; 

11. Monitor compliance with the University’s obligations under the Freedom of Information Act; 

12. Review data in relation to the undertaking and processing of Data Protection Impact Assessments; 

13. Review data relating to any overseas data flows; and 

14. Ensure good practice is maintained in relation to data sharing and related processes, in particular as regards Data 

Sharing Agreements. 

(b) Delegated powers 

The Information Governance Group may delegate to sub-groups in accordance with paragraph 5.3.7 of the IG 

Framework. 

(c) Constitution 

• Senior Information Risk Owner 
 
 

1 The Joint Information Risk Register contains risks from Information Governance including Information Security and Information 
 Compliance  
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• Information Asset Owner representative 

• Director of Legal, Governance & Compliance 

• Data Protection Officer 

• Head of Projects and Service Assurance 

• Information Security Analyst 

• Caldicott Guardian 

• IG Champion representatives (two from Faculty/School and one from Directorate/Department) 

• Representative from KeeleSU 

• Communications and Engagement Manager 

• Legal & Governance Officer 

 
(d) Frequency and timing of meetings 

 
The Information Governance Group will meet quarterly. The IG Framework will be reviewed at a minimum every 
two years in order to identify new issues and ensure obligations are being effectively met. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


