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DATA SHARE AGREEMENT
(Controller to Controller)

This Agreement is made on 
	
Between: 
		
1. UNIVERSITY OF KEELE, a university established by the University of Keele Act 1962 (10 &11 Eliz. 2 Ch Xv) and the granting of a Royal Charter in 1962, of Keele, Staffordshire ST5 5BG (Keele); and

2. YOUR NAME and CLINIC NAME the Partner);

each a Party and together, the Parties.

Background:

A. The Parties are involved in a project called ‘Data for Impact’ to improve MSK data capture within private physiotherapy services and will be required to share personal data related to patient name and contact details (phone and email only).



It is agreed by the Parties:

1. DEFINITIONS
	"Controller”,  "Processor" and "Data Subject" 
	shall have the meaning given to those terms in the applicable Data Protection Laws;

	"Data Protection Laws"
	means all applicable law relating to the processing, privacy and/or use of Personal Data, as applicable to either Party, including:
a)	The GDPR;
b)	The Data Protection Act 2018;
c)	Any laws which implement or supplement any such laws; and
d)	Any laws which replace, extend, re-enact, consolidate or amend any of the foregoing (whether or not before or after the date of this Agreement);

	"Data Processing Particulars"
	means, in relation to any Processing under this Agreement:
(a) the subject matter and duration of the Processing;
(b) the nature and purpose of the Processing;
(c) the type of Personal Data being Processed; and
(d) the categories of Data Subjects;

	"Data Subject Request"
	means an actual or purported request or notice or complaint from or on behalf of a Data Subject exercising his rights under the Data Protection Laws in relation to Personal Data including without limitation: the right of access by the Data Subject, the right to rectification, the right to erasure, the right to restriction of processing, the right to data portability and the right to object;

	"GDPR"
	means the General Data Protection Regulation (EU) 2016/679 as it forms part of domestic law in the United Kingdom by virtue of section 3 of the European (Withdrawal) Act 2018 (including as further amended or modified by the laws of the United Kingdom or of a part of the United Kingdom from time to time);

	"Good Industry Practice"
	means at any time the exercise of that degree of care, skill, diligence, prudence, efficiency, foresight and timeliness which would be reasonably expected at such time from a leading and expert supplier of similar services to those being carried out under this Agreement, such supplier seeking to comply with its contractual obligations in full and complying with all applicable laws including the Data Protection Laws; 

	"ICO"
	means the UK Information Commissioner's Office, or any successor or replacement body from time to time; 

	"ICO Correspondence"
	means any correspondence or communication (whether written or verbal) from the ICO in relation to the Processing of Personal Data; 

	"Losses"





	means all losses, fines, penalties, liabilities, damages, costs, charges, claims, amounts paid in settlement and expenses (including legal fees (on a solicitor/client basis), disbursements, costs of investigation (including forensic investigation), litigation, settlement (including ex gratia payments), judgment, interest and penalties), other professional charges and expenses, disbursements,  cost of breach notification including notifications to the data subject, cost of complaints handling (including providing data subjects with credit reference checks, setting up contact centres (e.g. call centres) and making ex gratia payments), all whether arising in contract, tort (including negligence), breach of statutory duty or otherwise;

	Permitted Recipients"

	means the third parties to whom each Party is permitted to disclose the Personal Data, as set out in more detail in Appendix A (Data Processing Particulars);

	"Personal Data"
	means any personal data (as defined in the Data Protection Laws) Processed by either Party in connection with this Agreement, and for the purposes of this Agreement includes Sensitive Personal Data (as such Personal Data is more particularly described in Appendix A (Data Processing Particulars));

	"Personal Data Breach"
	has the meaning set out in the Data Protection Laws and for the avoidance of doubt, includes a breach of Paragraph 2.2.2(e);

	"Processing"
	has the meaning set out in the Data Protection Laws (and "Process" and "Processed" shall be construed accordingly);

	"Restricted Country"
	means a country, territory or jurisdiction outside of the European Economic Area which the EU Commission has not deemed to provide adequate protection in accordance with Article 25(2) of the DP Directive and/ or  Article 45(1) of the GDPR (as applicable);

	"Security Requirements"
	means the requirements regarding the security of Personal Data, as set out in the Data Protection Laws (including, in particular, the seventh data protection principle of the DPA and/ or the measures set out in Article 32(1) of the GDPR (taking due account of the matters described in Article 32(2) of the GDPR)) as applicable;

	"Sensitive Personal Data"
	means Personal Data that reveals such special categories of data as are listed in Article 9(1) of the GDPR; and

	
	

	"Third Party Request"
	means a written request from any third party for disclosure of Personal Data where compliance with such request is required or purported to be required by law or regulation.        



DATA PROTECTION
Nature of the Processing
[bookmark: _Ref499023341]The Parties acknowledge that the factual arrangements between them dictate the role of each Party in respect of the Data Protection Laws. Notwithstanding the foregoing, each Party agrees that the nature of the Processing under this Agreement will be as follows: 
the Parties shall each Process the Personal Data;  
[bookmark: _Ref498955657]each Party shall act as a Controller in respect of the Processing of the Personal Data on its own behalf and in particular each shall be a Controller of the Personal Data acting individually and in common, as follows: 
Keele shall be a Controller where it is Processing Personal Data in relation to enabling personal details to be shared from the Partner to Keele, and subsequently, the patient to be sent a patient survey; and
[bookmark: _Ref498955312]the Partner shall be a Controller where it is Processing Personal Data in relation to enable the patient name (first name and surname) and contact details (email and phone number) to be shared from the Partner to Keele. 
Notwithstanding Paragraph 2.1.1(b), if either Party is deemed to be a joint Controller with the other in relation to the Personal Data, the Parties agree that they shall be jointly responsible for the compliance obligations imposed on a Controller by the Data Protection Laws, and the Parties shall cooperate to do all necessary things to enable performance of such compliance obligations, except that each Party shall be responsible, without limitation,  for compliance with its data security obligations set out in Paragraph 2.2 where Personal Data has been transmitted by it, or while Personal Data is in its possession or control.  
Each of the Parties acknowledges and agrees that Appendix A (Data Processing Particulars) to this Agreement is an accurate description of the Data Processing Particulars.
[bookmark: _Ref350425504]Data Controller Obligations
[bookmark: _Ref498955478]Each Party shall in relation to the Processing of the Personal Data comply with its respective obligations under the Data Protection Laws.
[bookmark: _Ref498956544]Without limiting the generality of the obligation set out in Paragraph 2.2.1, in particular, each Party shall: 
where required to do so make due notification to the ICO;
ensure it is not subject to any prohibition or restriction which would:
prevent or restrict it from disclosing or transferring the Personal Data to the other Party as required under this Agreement; 
prevent or restrict it from granting the other Party access to the Personal Data as required under this Agreement; or 
prevent or restrict either Party from Processing the Personal Data, as envisaged under this Agreement; 
ensure that all fair processing notices have been given (and/or, as applicable, consents obtained) and are sufficient in scope to enable each Party to Process the Personal Data as required in order to obtain the benefit of its rights and to fulfil its obligations under this Agreement in accordance with the Data Protection Laws; For the avoidance of doubt Keele does not warrant to the Partner that any use of the Personal Data outside the scope of this Agreement shall be compliant with the Data Protection Laws.
ensure that all Personal Data disclosed or transferred to, or accessed by, the other Party is accurate and up-to-date, as well as adequate, relevant and not excessive to enable either Party to Process the Personal Data as envisaged under this Agreement;
[bookmark: _Ref329801578]ensure that appropriate technical and organisational security measures are in place sufficient to comply with:
at least the obligations imposed on the Controller by the Security Requirements; and
the obligations set out in Appendix B (Information Security); 
and where requested provide to Keele evidence of its compliance with such requirements;
[bookmark: _Ref501360780]notify the other Party promptly, and in any event within forty-eight (48) hours of receipt of any Data Subject Request or ICO Correspondence which relates directly or indirectly to the Processing of Personal Data under, or in connection with, this Agreement and together with such notice, provide a copy of such Data Subject Request or ICO Correspondence to the other Party and reasonable details of the circumstances giving rise to it. In addition to providing the notice referred to in this Paragraph (f), each Party shall provide the other Party with all reasonable co-operation and assistance required by the other Party in relation to any such Data Subject Request or ICO Correspondence; 
[bookmark: _Ref329802280]use reasonable endeavours to notify the other Party if it is obliged to make a disclosure of any of the Personal Data under any statutory requirement, such notification to be made in advance of such disclosure or immediately thereafter unless prohibited by law;
notify the other Party in writing without undue delay and, in any event, within twenty-four (24) hours of it becoming aware of any actual or suspected Personal Data Breach in relation to the Personal Data received from the other Party and shall, within such timescale to be agreed by the Parties (acting reasonably and in good faith): 
implement any measures necessary to restore the security of compromised Personal Data; and
support the other Party to make any required notifications to the ICO and/or other equivalent relevant Regulator and affected Data Subjects; 
[bookmark: _Ref329802284]take reasonable steps to ensure the reliability of any of its personnel who have access to the Personal Data;
not do anything which shall damage the reputation of the other Party or that Party's relationship with the Data Subjects;
[bookmark: _Ref498956557]not transfer any Personal Data it is processing to a Restricted Country; 
hold the information contained in the Personal Data confidentially and under at least the conditions of confidence as such Party holds Personal Data Processed by it other than the Personal Data; 
[bookmark: _Ref504122136]Indemnity 
Both Parties shall indemnify on demand and keep indemnified the other Party from and against all and any Losses that are sustained, suffered or incurred by, awarded against or agreed to be paid by the other Party to the extent arising from the first Party's breach of its obligations under this Data Share Agreement and/or failure to comply with the Data Protection Laws, including, in particular all Losses resulting from:
[bookmark: _Ref486515728][bookmark: _Ref486515729]any monetary penalties or fines levied by the ICO on the other Party; 
[bookmark: _Ref504122039][bookmark: _Ref486515730]the costs of an investigative, corrective or compensatory action required by the ICO, or the defence of a proposed or actual enforcement taken by the ICO; 
[bookmark: _Ref486541520][bookmark: _Ref504122050]any Losses suffered or incurred by, awarded against, or agreed to be paid by the other Party pursuant to a claim, action or challenge made by a third party to or against the other Party (including by a Data Subject); and
except to the extent covered by Paragraphs 3.1.1 or 3.1.2 or 3.1.3, any Losses suffered or incurred, awarded against or agreed to be paid by the other Party.
Nothing in this Agreement shall exclude or limit a Party's liability under this Paragraph 3. 
Insurance 
Both Parties agree:
to obtain and keep in full force and effect at all times, in respect of the Processing of the Personal Data, a policy or policies of insurance covering liability for damage arising to persons as a result of the Party's breach of this Data Share Agreement and/or failure to comply with the Data Protection Laws and which meet the following conditions:
it must cover liability for damage arising to any person;
it must apply in relation to the Processing of Personal Data;
it must have policy limits and provisions conforming to such requirements as the other Party may from time to time reasonably prescribe;
to deliver to the other Party
copies of all applicable insurance policies taken out pursuant to the provisions of this Agreement;
evidence of premiums paid in relation to such insurance; and 
ensure that the other Party shall be entitled to the benefit of such insurance.
Confidentiality
[bookmark: _Ref504134462]Each Party will use reasonable endeavours to keep confidential and not to disclose to any third party, other than its employees, officers, agents and students who reasonably need to receive the information for the purposes of carrying out its obligations under this Agreement, any information which is marked “confidential”, described as “confidential” or which, by its nature or from the circumstances of its disclosure, should reasonably be presumed to be confidential.
The obligation in clause 5.1 shall survive termination of this Agreement for five (5) years, but will not apply to any information which:
was or becomes part of the public domain through no fault of the receiving Party;
becomes available to the receiving Party by an unconnected third party with the right to make such disclosure; 
is approved in writing by the disclosing party for release; 
was independently developed by the disclosing Party; or
is required by law to be disclosed to any regulatory authority or court of competent jurisdiction, or which is required to be disclosed pursuant to a request under the Freedom of Information Act 2000. 
Use of Logo and Announcements
No Party shall use the other Party’s name or logo in any press release or product advertising, or for any other commercial purpose, without the prior written consent of that Party.  
[bookmark: _Ref406511494][bookmark: _Ref405623160]Variation
No variation of this Agreement shall be effective unless it is in writing and signed by the authorised representative of each Party.
Rights of Third Parties 
A person who is not a Party to this Agreement shall have no rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement.
Law and Jurisdiction
This Agreement and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims) shall be governed by and construed in accordance with the law of England and Wales.
Each Party agrees that the courts of England and Wales shall have exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this Agreement or its subject matter or formation (including non-contractual disputes or claims).

Signed in English and agreed by the Parties through their authorised signatories: 

For and on behalf of the University of Keele:


	Position
	
_____________________________________________________

	Name
	
____________________________________________________

	Signature
	



_____________________________________________________

	Date
	
_____________________________________________________



For and on behalf of insert full name of partner:


	Position
	
_____________________________________________________

	Name
	
_____________________________________________________

	Signature
	



_____________________________________________________

	Date
	
_____________________________________________________






Appendix A
[bookmark: _Toc495916202]Data Protection Particulars
	The subject matter and duration of the Processing

	Patient name and contact details

	The nature and purpose of the Processing

	This data will be used to enable the patient to be contacted and sent a survey.  The patient survey has full details of the study, and requests consent. 



	The type of Personal Data being Processed

	First name, surname, email and phone number. 



	The categories of Data Subjects
	Adults (aged 18 years and over) seeking treatment for musculoskeletal conditions from private physiotherapy clinics in the UK.  
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Appendix B
Information Security
All personal data shared as part of the Data for Impact (DfI) project will be managed in line with Keele University’s information governance protocols and UK data protection legislation (including UK GDPR).

· Data Transfer: Patient contact details (name, email, and phone number) will be entered directly by participating clinicians into a secure, web-based platform hosted by Keele University. All data transferred to and from the platform is encrypted. 
· Data Storage: The data is securely stored on Keele University servers with access restricted to authorised research personnel via password-protected accounts. 
· Survey Platform: Patient surveys are administered via Keele’s secure REDCap surveys (Research Electronic Data Capture), a widely used, GDPR-compliant research data platform. REDCap is hosted within Keele University’s secure IT environment. 
· Data Retention and Disposal: Personal contact information will be stored only for the duration necessary to send and manage surveys and reminders, after which it will be securely deleted or anonymised in accordance with Keele University’s data retention policy.
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